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COUNTERING WESTERN AID TO UKRAINE AS AN ELEMENT OF HYBRID WARFARE

 identifying stable hierarchical “paths” of content distribution;
* determining the effectiveness of Russian propaganda.

At the same time, all these methods require the use of various tools of automated monitoring sys-

tems, which, in turn, should be refined to improve the methods.

Such interconnected methods should be implemented in the activities of government agencies,
especially those that have the competence to detect, study and combat hybrid threats. In particular, in
October 2020 the Secretary of the National Security and Defense Council of Ukraine indicated the
need to establish a “Center for Countering Hybrid Threats” within the Council. In November 2020, a
joint initiative of International Center of Excellence in Countering Disinformation was announces by

the Office of the Vice-Prime Minister for European and Euro-Atlantic Integration.

At the same time, public organizations can support the Government in this work.

Today, the goal of identifying information attacks and components of the enemy’s forces
that carry out these attacks on a scale close to real time seems achievable. At the same time,
their neutralization is possible at the same time scale, provided that the actions of the relevant

state structures are coordinated.
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ANNEXES

Annex 1

Preliminary stage. The level of “coloring” of posts on the Russian social network “VKontakte”
on the topic of “Soros” and “IMF”’.
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COUNTERING WESTERN AID TO UKRAINE AS AN ELEMENT OF HYBRID WARFARE

Annex 2
Preliminary stage. Rating of authors by the number
of prepared materials on the topic “Soros”.
Together| Relation
Author materi- | 30.03 | 10.04 | 11.04 |04.05 |06.05 |10.05 |14.05 |15.05 |21.05 |to the object
als of study

Alexander Zub-
chenko (Yablo- 14 1 1 1 2 3 2 2 2 Negative
kov)
Vasily Stoyakin 8 3 1 3 1 Negative
Svetlana .
Manekina 5 2 3 Negative
Olga Talova 4 1 1 1 1 Negative
Vladimir .
Skachko 3 1 1 1 Negative
Mikhail Khazin 3 1 1 1 Negative
Alexander Za- 2 2 Negative
polskis
Alexander Mo- 2 1 1 Negative
rozov
Alexander the ;
Great 2 1 1 Negative
Andrey Afa- 2 1 1 Negative
nasyev
Andrey Sosh- 2 2 Negative
enko
Andrey Kor- .
mukhin 2 1 1 Negative
Arno Hidirbe- 2 1 1 Negative
gishvili
Victoria Venk 2 1 1 Negative
Vladimir )
Oleynik 2 1 1 Negative
Igor Panarin 2 1 1 Negative
Maxim Ravreba 2 1 1 Negative
Rostislav Ish- .
chenko 2 1 1 Negative
Fyodor Petrenko 2 1 1 Negative
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Preliminary stage.

Annex 3

Ranking of groups with the highest number of discrediting materials
by keyword «Soros»

.o Dates of involvement, number of posts
Number §§
of =) § E w w — o o — — _ o
GO members, 5 5 5 2 5 £ E 2B E 2 E
thousand | = 2 oY) w N S “ W W WD W W
=4
Ukraineisno | 5181 | 4s0 | 24 | 3 | 2 | 3 | 2 |1 | 6 | 2 | 2 | 2 | 1
more!
"Anti-media" 1.07 +13 18 1 2 1 2 3 2 4 2 1
"ese JJIOHBACC-
KPAU 2.30 +5 12 2 1 1 1 2 2 1 2
POJHOMU ee"
"Melitopol
liberation 5.04 +135 9 3 1 2 1 1 1
movement !!!"
"Geopolitics.
Politics.
Analytics. 11.82 +97 8 2 4 2
Weapons."
"Big politics" 6.84 - 7 1 3 1 2
Flagship of 200 | 3|7 |1 1 4 1
Bolshevism
"Sting" 2.55 +57 7 1 2 1 1 1 1
"ESPECIALLY
PUBLIC 1.36 +26 6 2 1 1 2
OPINION"
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Annex 4
Preliminary stage. Rating of groups in which discrediting materials were placed
by the keyword «Soros», by the number of members
oz 2 o Dates of involvement, number of posts
SeE | 225 | =
Group name E 5- S =B 2 w w — —_ = o - —_ _ o
ppame g =2 252 | & | S | - |2z E| S| 2| & | v | =
= =" (9] o S (e} o j=) S S S S j=)
S22 o ©» o8] oe] e = oy oY s s v vy
S
AntiMaidan 450.80 ? 1 1
Summaries from
the militia of 437,37 +126 5 2 1 1 1
Novorossia
© IRON
9
ALIEXPRESS | 41133 7 ! !
Anonymous 03 350,17 ? 1 1
Ideas for Business| 312.38 ? 1 1
Survival Tourism
9
Lifehack 259.41 ? 1 1
Just about 22689 | 2 1 1
Business
Business and 218.96
. ? 1 1
Entrepreneurship
World Politics 199.84 ? 2 1 1

Other groups: from 100 thousand to 200 thousand - 8 groups, from 50 thousand to 100 thousand
- 8 groups, from 10 thousand to 50 thousand - 49 groups, less than 10 thousand - 227 groups.

Annex 5

Preparatory stage. Ranking of accounts with the highest number of discrediting materials
for the keyword «Soros»

gz g Dates of involvement, number of posts
=75 =zzs | =
Ao |Z28 |E55 |2 |2 2 |zl |8|3|= |3 |2
name | 5% | Feg | Y | s |5 |2 =222 52 |2|2|8
> 7 . @« W w ES I 9 () 9 W W (9
Vasily
Lokhanko 43 1 10 1 1 1 3 1 1 2
Jamil
Aliyev 1563 - 6 R S T S T I B
Lilia
Markina 7 +2 5 1 1 2 1
Jacob
Goldis 17 *l 4 1 (N 1
Pathologist 55 a6 4 |1 1 1 1
Anatomy
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Annex 6

Preliminary stage. Ranking of accounts containing discrediting materials by keyword «Soros»,
by number of links

Dates of involvement, number of posts

O wm
S22 5
Account 5: ? S o 8 w w —_ —_ o o — — — &)
name B8 Fg 7y o — o — & > o N % —
[ =% 9; o (e o o o S (e S S (e S
A7 = (99) (98] N EN W (9] (9] (9,1 (9] W
Christina
Suzaku 28.60 1 1
Konstantin
Knyrik 17.94 2 2
Vadim Smith 14.65 1 1
Gorbachev's 14.14 1 1
love
Eu“a“ 13.68 1 1
armanov
Arseniy 12.90 1 1
Gromov
Alexey
Zhuravko 12.88 1 1
Oleg Filinyuk 12.36 1 1
Alexander
Yushkov 10.75 1 1
Larisa 10.27 1 1
Ivanova
Vladimir 10.16 1 |
Puzyrev
Elena
Yakovleva 10.12 1 1

Other accounts: from 1 thousand to 10 thousand - 78 accounts; less than 1 thousand - 245 ac-

counts.
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Annex 7

Preliminary stage. Ranking of accounts by number of group memberships

Account name

Number of groups in which he is a member

Irina Moiseeva 4088
Stanislav Hetman 3452
Vladimir Puzyrev 3043
Tanya Belova 2983
Sergey Kaplunov 2705
Oleg Filinyuk 2527
Gorbachev's love 1583
Philip Shimko 1236
Arseniy Gromov 1213
Vladimir Vladimirovich 1112
Koba Left 1082
Natalia Farutina 1037

Others less than 1 thousand groups

Annex 8
Preliminary stage. Ranking of sites-sources of analytical discrediting materials
on the query «Soros»
Source Materials
news-front.info 15
antifashist.online 11
ukraina.ru 10
zen.yandex.ru 6
antifashist.com 5
cont.ws 5
politnavigator.net 5
regnum.ru 4
ruskline.ru 4
ruspravda.info 4
stoletie.ru 4
asd.news 3
cdn.news-front.info 3
fondsk.ru 3
Annex 9

Preliminary stage. The level of perception of content that had discrediting information

at the request of «Soros», by type

Content type Average level of post viewing Average level of likes,%
Analytical 461 17
Emotions 162 13
Link 459 7
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Annex 10

Preliminary stage. Posts selected for the keyword «Soros» and received the most views

Grou Member- | Number | Number Author Tactical narra- | Strategic nar- Theme
P ship of views | of likes tive rative of Soros
Zelensky is not
ag 13;1:p}f:(ézr_lt The authorities The structures
Bustness and pen%ls o’n the oli- in Ukraine are | under his control
entrepre- | 218957 | 16254 | 162 | o UV | oarchs (although | MOt like that. In i Ukraine benefit
neurship Stoyakin he changes their Ukraine, desta- | from the conflict
bilization and between Ze and
balance). There default Kolomoisk
will be destabili- Y
zation.
Weste i o nees
Anony- tures organized o g
mous 03 the Maidan mzagons ﬁth?t do
. i not benefit from
(Anony- killed people publishing the truth
i Nikolai | there and toda S .
mous stories y
o the Lifs 44 12501 0 Kuznetsov havehco_n trol The West is evil ili)l(l)iur;[ g?eTl;l/Ire(l)ngE
of Ulan-Ude over the inves- o
ind By, tgation of these these organizations,
tia) events to con- necessary prosecu-
ceal the truth tors in the GPU.
In 2010, Bill Gates
teamed up with
other billionaires
(including Soros)
:]cli:;lnl:;lge Putin's Russia | The authorities tr(:) 'léncgltf)nrlzgltlje
im ostors’ 839 4058 3 Zoe is a backward, | in Russia are not t}?e vJvorld's opula-
I.)f ’ Grefagon | corrupt capitalist | the same. USSR | . Th php
uniforms, country - super! tion. 'e aut pr re-
sects . futes this thesis and
notes that Gates'
speech was dis-
torted by Russian
propaganda.
ey G
NEWS OF | 105348 3641 16 oy . . The West is evil |sophobia in Ukrai-
milev |torical truth in - .
NOVO- Ukraine nian education.
ROSSIA
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Annex 11

Preliminary stage. Posts that are selected by the keyword «Soros» and received the most likes

Group Mem- Number Nurpber Author | Tactical narrative Strateg_w 18 Theme of Soros
bership | of views | of likes tive
Western agents in Soros's structures
the State Duma | The West is evil. | are lobbyists for
PUBLIC . . .
are lobbying for a| In Russia, West- | a bill on domes-
COMMIS- ) . L
bill that destroys | ern agents are in | tic violence that
SIONER FOR Not spec- .o : .
59670 1053 . traditional family | power. But depu- | destroys family
FAMILY ified . gy
values, based on | ties from "United | values and al-
PROTEC- falsifi L - Ul h
TION alsified statistics.| Russia" - we ows the state to
"United Russia" done interfere in the
resists. personal.
Hungary is an
EU country that
RIAKATYU-| 30533 | 4188 678 | Notspec- | o oses the
SHA ified .
spread of liberal
immoral values
Soros, Gates
. . The West is the and others are
Not spec- Liberals in power enemy of the resented as
POLITICS | 137 583 546 P | are evil for Rus- el P
ified sia Russian Federa- | ideologues of the
tion anti-human "digi-
tal world"
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Annex 12

The first stage. Keywords / phrases for which content was selected for further research
of information operations to discredit Western aid

The name of the operation

Keywords

Discrediting Western countries in the
eyes of the population of Ukraine

USA, US racism, US sanctions, US mass riots, Trump
Democrat, Germany Nord Stream, France, France sanctions

Discrediting international aid
organizations

IME, IMF tranche, revival fund, EBRD Ukraine, World Bank

Discrediting philanthropists (leading
persons) who organize assistance

Soros, Bill Gates, World Governments, 5G Vaccine

Discrediting Ukraine's course of
rapprochement (membership) with the
EU and NATO

wrong European integration, appendage of the West, anti-
people western course, colony of the West, Ukraine is not
needed by the West, Ukraine is a non-aligned state, raw
material appendage of the West, Ukraine has lost markets,
Ukrainian neutrality, losses from European integration,
Russia will not join NATO, association agreement no use,
revise the association agreement, the results of the association
agreement, Ukraine raw material appendage, position on
the association, Ukrainians have become more difficult to go
to work, Ukraine will not be able to join NATO, Ukraine's
negative balance , Ukraine sold to Europeans, vassalship of
Ukraine, direct management of Ukraine, Eurocolony, Europe
recognized the failure of "European choice" of Ukraine

Discrediting Ukraine in the eyes of the
international community

ukraine USA, ukraine russia, ukraine ORDLO, ukraine bio
laboratory

Discrediting organizations in Ukraine that
organize the implementation of assistance

from Western countries

sorosyat, grant-eater, servants of the West, chicks Fiala, the
program "Schemes"

Discrediting public figures in Ukraine
who sell Western aid

Sorosenok, Abromavichus, Timofey Milovanov, Sherembey, Geo
Leros, Malyuska, Sergey Prytula, Pinchuk, Fiala, Shabunin,
Lyubota, Vintonyak

Discrediting the very fact and
effectiveness of assistance

Western pomosh, West hrabyt Ukraine, IMF hrabyt

Ukraine, sop West, Ukraine Colonia, EU Ukraine, United
States Ukraine, Ukraine Dzhavelyn, assistance Ukraine
razvoroveivaetsya, fynansovaya assistance Ukraine, the EU
has allocated Ukraine, opryhodovaly zapadnuyu assistance,
Zapadnuyu assistance raspylyly, leaning from tranche IMF
no, divorced American curators, stole US aid, the IMF trap
snapped, traded US military aid, doubted receiving two
tranches, the next tranche of the IMF, the US increases aid
to Ukraine, the EU will provide Ukraine, block support for
Ukrainian engineering, Ukraine under IMF pressure, aid flood
elimination, pawnshop Ukraine, trades economic sovereignty
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Annex 13

The first stage. The number of posts on information operations, which were selected
by keywords / phrases, as well as the number of resources that placed them

Number
Number of resources
Number of posts o . . .
. %o compli- involved in the trans-
The name of the operation of select- relevant .
ance action (accounts and
ed posts to the roups)
topic group
Discrediting Western countries
1. in the eyes of the population of 4804 652 14 451
Ukraine
2 D1scre_:d1t1.ng international aid 2321 556 24 345
organizations
Discrediting philanthropists
3. (leading persons) who organize 2479 707 29 491

assistance

Discrediting Ukraine's course
4. of rapprochement (member- 1049 574 55 302
ship) with the EU and NATO

Discrediting Ukraine in the
5. eyes of the international com- 3302 1280 39 607
munity

Discrediting organizations
6 in Ukraine that organize the

. . . 1554 648 42 326
implementation of assistance
from Western countries
Discrediting public figures in

7. Ukraine who sell Western aid 1161 302 2 144

3. Dlscr§d1t1ng the very fact and 2742 674 26 394
effectiveness of assistance
TOGETHER 19412 5393 28 1777 unique
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Annex 14

The first stage. Rating of groups and accounts of the social network «VKontakte»
by the total number of posts, the subject of which corresponds to the information operations 1-8

Operation
Resource (group / account ) TOTAL
1 |2 3 4 5 6 7 8

L. Ukraine is no more! 6 22 122 1 30 | 27 | 36 | 17 | 31 191
2. Anti media 8 |24 | 18 | 19 | 15 | 25 | 15 | 16 140
3. Vasily Lokhanko 4 8 10 | 15 | 10 | 20 | 23 | 10 100
4. Donbass and the World !!!!!!! 8 7 6 10 | 13 6 2 15 67
5. ese DONBASS-NATIVE COUNTRY e¢ee 7 4 6 14 9 7 7 10 64
6. Sting 5 14 | 4 10 | 8 8 7 5 61
7. Geopolitics. Politics. Analytics. Weapons. 9 5 8 8 5 9 8 52
8. News Politics 14 | 4 3 10 | 3 3 7 44
9. Man Gorlovsky 3 6 3 7 10 3 2 9 43
10. Svetlana Hamina 2 5 5 4 4 11 6 5 42
11. The flagship of Bolshevism 4 5 9 1 7 8 3 4 41
12. Klymenko Time 2 3 3 20 | 12 40
13. Summaries from the militia of Novorossia 2 1 15 8 3 7 4 40
14. Great politics 5 3 6 8 5 3 3 6 39
15. | News of Novorossia 1 5 3 6 3 8 8 5 39
16. Armed Forces of Novorossia (VSN) 2 1 3 15 7 4 1 3 36
17. | LNR/DNR NEWS 3 1 18] 5 3 5 1 36
18. | DNR online 3 4 2 9 6 3 2 6 35
19. Donbass for the Russian world! 2 2 2 6 5 4 3 7 31
20. | time 2 3 6 2 6 11 30
sl I:Egn{a{;éirsllA SaveDonbassPeople | 4 | | 9 6 1 3 5 27
22. Cheburashka is a cyborg fighter! 1 1 2 5 3 3 5 7 27
23. Eugene J. 4 2 7 3 5 1 4 26
24. | Iron Felix 1 2 2 6 4 6 2 3 26
25. Lilia Markina 3 4 11 4 2 24
26. World review 2 3 1 3 3 6 4 2 24
27. Shayas of Moldova 2 4 1 2 5 5 4 23
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Operation
Resource (group / account ) TOTAL
1 |2 3 4 5 6 7 8
28. Bigcatwar Bigcatwar 3 2 13 1 1 1 1 22
29. ESCS}?&SF UNION "DON'S ARMY 1 1 4 6 1 4 1 4 22
30. Salty Civil position The war continues. 2 2 10 2 1 5 22
31. Pathologist Anatomy 2 2 1 7 5 4 21
32. Power in truth! 3 1 2 3 4 3 5 21
33. Respublika newspaper 3 1 6 7 1 2 20
34. | Lila Fair 3 2 1 3 5 2 3 19
35. | ANTI-FASCIST 1 2 3 2 6 5 19
36. Donetsk is a city of strong people. 3 4 4 4 1 3 19
37. | Melitopol liberation movement !!! 1 1 7 2 4 2 2 19
38. | YOUR TRUTH 2 2 3 3 6 3 19
39. | DONETSK | DNR | NEW RUSSIA NEWS 1 9 5 3 18
40. | DONETSK REPUBLIC 1 1 8 2 3 3 18
41, Republican"newspaper "Gorlovka 1 6 4 5 4 1 18
InfoCenter
42. SOUTHEAST! Raccoons! 2 2 4 5 3 2 18
43. Aysel Weber 5 2 3 2 3 2 17
44. | ABJEEBKA.RU 1 3 3 3 2 3 2 17
45. Revival of our Earth 2 3 6 1 1 2 2 17
46. | News 24/7 2 9 3 1 2 17
47. | PolitSteb 18+ 3 2 2 2 3 1 1 3 17
48. Olga Sereda 2 2 2 2 3 5 16
49. WPRISTAV.RU | Army Weapons 1 1 2 3 5 1 3 16
50. | VUR. 1 2 3 1 2 4 1 2 16
51 EII'S Information Forces - Stop NATO! come > 1 7 3 1 5 16
52. | Labyrinth 3 4 1 3 2 1 2 16
53. | PEOPLE'S JOURNALIST 4 2 6 2 2 16
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Annex 15

The first stage. Ranking of sites (first 50) by the number of links in the posts
of the social network «VKontaktey», corresponding to the subject of information operations 1-8

1. antifashist.com 18. | zen.yandex.ru 35. | tass.ru

2. news-front.info 19. | rusvesna.su 36. | ua24ua.net

3. ik.arhano.ru 20. | fondsk.ru 37. | eadaily.com

4. ukraina.ru 21. | ua24ua.net 38. | dnr-news.com
5. narzur.ru 22. | vz.ru 39. rusnext.ru

6. alternatio.org 23. | rossaprimavera.ru 40. | svpressa.ru

7. nahnews.org 24. | sovetsoyuz.su 41. | topwar.ru

8. cont.ws 25. jpgazeta.ru 42. tsargrad.tv

9. novorosinform.org 26. | russian.rt.com 43. | dnr-hotline.ru
10. | ruspravda.info 27. | novosti.icu 44. | golospravdy.eu
11. | pi24.info 28. | ren.tv 45. | inagent.net
12. | asd.news 29. | zavtra.ru 46. | izru

13. | odnarodyna.org 30. | amp.gs 47. | katyusha.org
14. | ria.ru 31. | ru-an.info 48. | privat-mnenie.ru
15. | strana.ua 32. | allpravda.info 49. | politnews.net
16. | voskhodinfo.su 33. | pravdanews.info 50. | regnum.ru

17. | riafan.ru 34. | pikinform.ru
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Annex 16

The first stage. A fragment of the hierarchical construction of information dissemination resources
from the site « ARH-ANO - Army of People’s Liberation» ( ik.arhano.ru)

1/\1[15 And D groups Group name Number of group members
1 122032450 People's Liberation Army 23646
2 73346804 ARH-ANO - People's Liberation Army 6812
3 75796959 Saint Petersburg People's Liberation Army 3713
4 17330910 Odessa | People's Liberation Army 3574
5 73396638 Nikolaev | People's Liberation Army 2232
6 22323516 Ilyichevsk | People's Liberation Army 1751
7 73389375 Kharkiv | People's Liberation Army 1459
8 73397038 Kiev | People's Liberation Army 1235
9 73390761 Donetsk | People's Liberation Army 1141
10 73412578 Lviv | People's Liberation Army 780
11 73390519 Zaporozhye People's Liberation Army 749
12 73395653 Amounts | People's Liberation Army 688
13 73397836 Mariupol | People's Liberation Army 620
14 73393589 Kherson | People's Liberation Army 608
15 73420656 Exactly | People's Liberation Army 587
16 73420736 Vinnytsia People's Liberation Army 563
17 73401121 Dnepropetrovsk | People's Liberation Army 504
18 73397318 Chernigov | People's Liberation Army 345
19 77726175 Cherkasy | People's Liberation Army 179
20 78338552 Krasnodon | People's Liberation Army 113
21 73420559 Lugansk | People's Liberation Army 0

1139 |



COUNTERING WESTERN AID TO UKRAINE AS AN ELEMENT OF HYBRID WARFARE

Annex 17

The second stage. The most active Russian sites-sources for the posts of the social network
«VKontakte», which have discrediting material on countering Western aid to Ukraine

Establishment of restrictive measures (in accordance with the
Website decrees of the President of Ukraine Ne133 /2017, Ne126 /2018,
Ne82 /2019
1. antifashist.com Blocked
2. news-front.info Blocked
3. ik.arhano.ru Free access
4, ukraina.ru Free access
5. narzur.ru Free access
6. alternatio.org Free access
7. nahnews.org Blocked
8. cont.ws Free access
9. novorosinform.org Blocked
10. | ruspravda.info Free access
11. | pi24.info Free access
12. asd.news Free access
13. odnarodyna.org Blocked
14. | riaru Blocked
15. | voskhodinfo.su Blocked
16. | riafan.ru Free access
17. zen.yandex.ru Free access
18. | rusvesna.su Blocked
19. fondsk.ru Free access
20. | va24ua.net Free access
21. | vzru Blocked
22. rossaprimavera.ru Blocked
23. | sovetsoyuz.su Free access
24. | jpgazeta.ru Blocked
25. | russian.rt.com Free access
26. | novosti.icu Free access
27. | rentv Blocked
28. zavtra.ru Free access
29. | amp.gs Free access
30. | ru-an.info Free access
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Establishment of restrictive measures (in accordance with the
Website decrees of the President of Ukraine Ne133 /2017, Ne126 /2018 ,

Ne82 /2019
31. | allpravda.info Free access
32. | pravdanews.info Free access
33. | pikinform.ru Free access
34, | tass.ru Blocked
35. | eadaily.com Free access
36. dnr-news.com Blocked
37. rusnext.ru Blocked
38. | svpressa.ru Free access
39. | topwar.ru Free access
40. tsargrad.tv Free access
41. dnr-hotline.ru Blocked
42. golospravdy.eu Free access
43. | inagent.net Free access
44, iz.ru Free access
45. katyusha.org Free access
46. | privat-mnenie.ru Free access
47. politnews.net Free access
48. | regnum.ru Free access
49. | politnavigator.net Blocked
50. ruskline.ru Free access
51. | stoletie.ru Free access
52. | cdn.news-front.info Blocked
53. | agitpro.su Free access
54. antifashist.online Free access
55. | discred.ru Free access
56. | kolokolrussia.ru Free access
57. notum.info Free access
58. novorossiia.ru Free access
59. | politikus.ru Free access
60. | russiapost.su Free access
61. tvzvezda.ru Blocked
62. | wpristav.ru Free access

| 141 |



COUNTERING WESTERN AID TO UKRAINE AS AN ELEMENT OF HYBRID WARFARE

Annex 18

The second stage. Generalized data on the selection and research of posts in three stages

Match the References to Unique primar
Stage Posts selected . % compliance | primary sources que p y
subject sources
were found
Previous 397 397 100 175 88
First 19412 5393 28 2377 355
2000 ( out of .
Second 98607 4692 processed ) 43 Not studied
Annex 19

The third stage. Volumes of international assistance to Ukraine
(as of the beginning of 2020) by sectors

1 Agrarian 10 74.88 5
2 Banking and finance 11 5BIn0 7
3 Restoration of Donbass and IDPs 28 365.25 11
4 Economic development and trade 14 95.38 6
5 Energy and energy efficiency 48 195.84 10
6 Communications and ICT 6 27.35 4
7 Environment 30 82.55 5
8 National security and defense 44 1,569.26 7
9 Education and science 62 115.82 9
10 | Health care 24 111.11 6
11 Industry and SMEs 11 51.58 6
12 Regional development 41 258.53 7
13 Social infrastructure and services 5 34.52 4
14 Transport and infrastructure 11 25.70 3
15 Government and civil society 73 460,21 17
16 | Nuclear safety 37 3,253.30 9
25 countries and
TOGETHER: 455 6,773.38 international
organizations
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The third stage. The main narratives of the information operation
to discredit international assistance in the field of nuclear safety

Annex 20

% of messages

Narrative Essence that form a
narrative

1 Ukraine is a landfill for nuclear waste from the United States and Europe, as 56.9
well as their training ground ’
Ukraine uses American "pirated" fuel, which is more expensive and dangerous

2 than Russian (future nuclear disaster). The United States is engaged in unfair 207
competition in the nuclear fuel market. Even a number of EU countries have '
switched from American and Russian fuels
Ukraine's nuclear sphere is a complete mess, an ecological threat to Europe.

3 This irritates the West, which has to fund nuclear security to avoid a future 10.8
catastrophe.

4 Ukraine uses the theme of "Chernobyl" to pump money from the West, which 3.4
is partially stolen '
The West dictates the conditions for the functioning of Ukraine's nuclear

5 energy, sponsors the nuclear sector for future energy supplies to the EU, even 27
in the event of a shortage in Ukraine. The West wants to "privatize" Ukraine's ‘
nuclear sphere
Ukraine will always be energy dependent on Russia. Regardless of cooperation

6 with the West in the nuclear sphere, Ukraine pays Russia under the agreement 0.6

(money is transferred)
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The third stage. Authors of analytical materials discrediting Western assistance
to Ukraine in the field of nuclear safety

wok » D

2 =2

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

Alexander Andreev

Alexander Dudchak

Alexander Yablokov / Alexander Zubchenko
Alexey Gumilev

Alexey Zhuravko

Alexey Titov

Anna Ponomareva

Victor Medvedchuk

Galia Ibragimova

. Daria Cherednik

Denis Gaevsky
Dmitry Kovalevich
Dmitry Molchanov
Ilya Muromsky
Christina Ursu
Miroslava Berdnik
Mykola Azarov
Olga Samofalova
Olga Talova
Rostislav Ishchenko

Sergey Transition
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The third stage. Posts to discredit Western nuclear security assistance that received
the most positive response from the audience

Group on the Number I.n tggrated
VKontakte of group l'km /1cat0r / These
social network members (likes /reposts
comments)
Sergei Perekhod: Western aid to Kyiv consisted only
578 in "distributing loans for war"... after the signing of
OUR news 198 thousand the association agreement... the republic turned into a
484/90/4 "garbage can" for unnecessary European products ...
Ukraine is made a world dump of radioactive waste «
Rostislav Ishchenko: The idea of the United States was that
the Zone would serve as a nuclear landfill for the whole of
Europe, and Ukraine and American companies would make
329 money from it monau To save on futel to Russia, Kiev decided
AntiMaidan 450 thousand to return to the idea of creating a pan-European nuclear
148/28/153 landfill. How will it affect people's health... the creation
of a giant nuclear landfill almost within the borders of the
capital (a city with a nominal 2.5 and a real 4-5 million
inhabitants), no one cares
Rosatom is one of the few companies in the world that
is not afraid to oppose the United States (I must say,
successfully)...
Westinghouse fuel was not technologically suitable for
Backward 213 Ukrainian reactors.... Ukraine has provided Westinghouse
. 122 thousand with a test site so that they can understand technologies
Russia 163/18/32

unknown to them and create a new type of nuclear fuel.

other countries such as Hungary or Bulgaria simply denied
the Americans for their own safety. Attempts by Americans
to load their fuel into Soviet reactors in Ukraine led to
failures and accidents...
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The third stage. Groups that most often posted materials discrediting international assistance
in the field of nuclear safety

Group T;lgl?lf:rzf Circle posts Narratives
Ukraine is no more! 22227 12 1,2,3,4,5,6
Anti media 1087 6 1,2,6
NEW RUSSIA SaveDonbassPeople | Antimaydan 31715 5 1,2,3
Revival of our Earth 333 4 1.2
*es DONBASS-NATIVE COUNTRY ee¢ 2361 4 1,2,3,4
AntiMaidan 449668 3 1.4
Sad crest 8831 3 1,2,3,6
Power in truth! 3168 3 1,2,3,6
Dnipropetrovsk People's Republic I DPR 25600 3 1,2,3
DNEPROPETROVSK - NOVOROSSIA 4397 3 1,2,6
PolitSteb 18+ 10875 3 1.4
Geopolitics. Politics. Analytics. Weapons. 12451 3 1,2,4
Stanishnik / Luhanskaya village / 897 3 1,2,3,4

Others - less than 2 posts
Annex 24

The third stage. Accounts that most often contained materials discrediting
international assistance in the field of nuclear safety

Number of posted Number of
Account name os tsp subscribers and Narratives
p friends
Pathologist Anatomy 3 493 1.4
Sidor Kovpak 2 1497 1,2,3
Shayas of Moldova 2 684 1
Vladimir Shcheglakov 2 90 1
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